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End-User License Agreement

STORAGECRAFT TECHNOLOGY CORPORATION™

END-USER LICENSE AGREEMENT FOR

SHADOWPROTECT SERVER EDITION 3™

SHADOWPROTECT DESKTOP EDITION 3™

SHADOWPROTECT SMALL BUSINESS SERVER EDITION 3™

AND TWO PROPRIETARY INSTALLERS (1) SHADOWPROTECT IMAGEMANAGER
SERVICE™ AND SHADOWPROTECT IMAGEMANAGER CLIENT™ AND (2)
SHADOWPROTECT KEYFILEMAKER ™ AND OTHER KEYFILE TOOLS.

PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE

ACCEPTING THE LICENSE OR USING THE SOFTWARE. STORAGECRAFT TECHNOLOGY CORPORATION

(ALl CENSORO) , I'S WILLING TO LI CENSE THE SOFTWARE TO YOU AS T
THE LEGAL ENTITY THAT WILL BE UTILI ZI NG THE SOFTWARE (REFERE
ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE. THIS LICENSE IS A

LEGAL AND ENFORCEABLE CONTRACT BETWEEN LICENSEE AND LICENSOR. BY OPENING THIS

PACKAGE, BREAKI NG THE SEAL, CLICKING THE Al AGREE BUTTONO OR
BY INSTALLING, LOADING, USING OR RETAINING THE SOFTWARE, YOU ACCEPT THIS LICENSE AND

AGREE TO ALL THE TERMS AND CONDITIONS OF THIS LICENSE. IF YOU DO NOT AGREE TO THE TERMS

AND CONDITIONS, DO NOT OPEN THE PACKAGE OR BREAK THE SEAL OR OTHERWISE INDICATE

REFUSAL BY CLI CKI NG THE dl DO NOT AGRTHE SOFBNARH, 8N\D, MAKE NO USE
CONTACT LI CENSOR®S CUS SHOWRRT SEERON 16.EOF THIS LICENSE FOR

INFORMATION ON HOW TO OBTAIN A REFUND OF THE LICENSE FEE PAID AND FOR INSTRUCTIONS ON

RETURNING THE SOFTWARE AND DOCUMENTATION AT ANY TIME DURING THE THIRTY (30) DAY PERIOD

FOLLOWING THE DATE OF YOUR LICENSE FEE PAYMENT. IF LICENSEE INSTALLS OR OTHERWISE USES

THE SOFTWARE UNDER ANY TRI AL, EVALUATI ON OR PURCHASE TRANSAC
CONSTITUTES ACCEPTANCE OF THIS LICENSE AND LICENSEE WILL BE BOUND BY ALL OF ITS TERMS

AND CONDI Tl ONS. LI CENSEE MAY ACCE QVSVWISTAREGEERAES.COMIEGAS/I TE AT
TO DOWNLOAD AND PRI NT A COPY OF THIS LI CENSE FOR LI CENSEEGS

This License is made and entered into by and between StorageCraft Technology Corporation of 180 West Election

Road, Suite 230,Dr aper , uT 84020 USA (ALicensoro) and Licensee, the
accepted this License. The Licensor and Licensee are hereinafter,at ti mes, jointly referred to
Effective Date of this License is the date on which Licensee has both paid the applicable license fee and accepted

this License.

Section 1 Definitions

11. AArchi val Purposeso0o means tdgebyticesseetofasingleaapydofteceonf i dent i al
Software for use by Licensee only in the event that the original licensed copy fails to function properly.
Archival use does not include simultaneous use of the original licensed copy and the archival copy and
such simultaneous use is prohibited by this license.

12. AiDesktop Operating Systemod means any broadly released Mi
computers including but not limited to: Windows 2000 Professional, Windows XP Home Edition and
Windows XP Professional

13. iDesktop Virtual Machined means any environment created
emulate a machines hardware and Desktop Operating System for the end user. VMware® and Virtual PC
are examples of software that provide virtual machines. An example of a Desktop Virtual Machine is
VMware running Windows XP operating system.

14. AiDocument at i o nline helefdes & writdn instraction manuals regarding the Use of the
Software.

15. AOriginal Copy 0 me ahe SoftwahegrowdedrtalLicensee io gopjunaidn with this
License.

16. APhysi cal Systemd means an actual hardware system suppol
hardware is not emulated as in a virtual machine.
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17. AServer Oper at i ngyb®adly teleassdl Micresaffroperatng system intended for server
computers including but not limited to: Windows 2000 and Windows Server 2003.

18 fiServer Virtual Machined means any esofivareisuseddgont creat ed
emulate a machines hardware and Server Operating System for the end user. VMware and Virtual Server
are examples of software that provide virtual machines. An example of a Server Virtual Machine is
VMware running Windows Server 2003 operating system.

19. fSmallBusinessSer ver Operating Systemo means Microsoft Smalll B
Small Business Server 2003.

1.10. iSmal | Business Server Virtual Machined means any envir
is used to emulate a machines hardware and Small Business Server operating system for the end user.
VMware and Virtual Server are examples of software that provide virtual machines. An example of a
Small Business Server Virtual Machine is VMware running Windows Small Business Server 2003
operating system.

111. AiSoft waredo means the copyrighted products |icensed underl
ShadowProtect Desktop Edition 3 or ShadowProtect Server Edition 3 depending on the specific product
thatislicensed. The ter m A Sof t woeoprietary iastallers owmesl Ayrasd licensed by Licensor
to Licensee, including but not limited to (1) ShadowProtect ImageManager Service ™, (2) ShadowProtect
ImageManager Client™ and (3) ShadowProtect KeyFileMaker'" and other keyfile tools.

112. AVol umenslei cCerti ficated means a |icense certificate 1issu
install and use multiple copies of the Software in such numbers as authorized by the certificate.

Section 2 Proprietary Rights

This is a license and not a sale. The Software and Documentation are proprietary products of Licensor or of its

Licensors and are protected under United States copyright laws and international treaty provisions and nothing in this

License constitutes a wai ver anationalcepgrightlawobasy othergav.t s under U. S.
Ownership of the Software and Documentation and all copies, modifications, translations, and merged portions

thereof shall at all times remain with Licensor, including all copyrights, patent rights, trade secret rights, trademarks

and other intellectual property rights therein. Licenseeds
Licensor retains all rights not expressly granted to Licensee in this License. All copies of the Software and

Documentation authorized hereunder are to be used solely for backup or archival purposes and must contain the

same proprietary notices that appear on and in the Software and Documentation. This License governs any

upgrades, releases, revisions, or enhancements to the Software that the Licensor may furnish to the Licensee.

Section 3 Grant of License

Licensee is granted a revocable, non-exclusive, non-transferable license, subject to timely payment to Licensor of all
applicable fees by Licensee, to use the Software and its Documentation subject to the specific license transaction
and its rights and limitations applicable to each version of the license as described below and specifically including
the License restrictions provided in Section 4 of this License. This License authorizes the Licensee to use the
Software on a single computer. If the License pertains to ShadowProtect Server Edition and Licensee has not
acquired a Volume License Certificate, the Software may only be used on a single computer running a Server
Operating System. If Licensee has acquired a Volume License Certificate for ShadowProtect Server Edition, then
Licensee is authorized to install and operate the Software on as many computers running a Server Operating System
as the Volume License Certificate authorizes. If the License pertains to ShadowProtect Small Business Server
Edition and the Licensee has not acquired a Volume License Certificate, the Software may only be used on a single
computer running Windows Small Business Server operating systems. If the Licensee has acquired a volume license
certificate for ShadowProtect Small Business Server Edition, the Licensee is authorized to install and operate the
Software on as many computers running a Small Business Server operating system as the Volume License
Certificate authorizes. If the License pertains to ShadowProtect Desktop Edition and the Licensee has not acquired a
Volume License Certificate, the Software may only be used on a single computer running a Desktop Operating
System. If Licensee has acquired a Volume License Certificate for ShadowProtect Desktop Edition, then Licensee is
authorized to install and operate the Software on as many computers running a Desktop Operating System as the
Volume License Certificate authorizes.

0] Full Desktop License i a fully paid worldwide, perpetual and revocable license to use the

Software on a Desktop Operating System. The Full version of the Software may be acquired
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by the Licensee either by purchase of a packaged boxed version or by download from

Licens or 6s webstore or one of Licensoro6s reseller par
(i) Full Small Business Server i a fully paid worldwide, perpetual and revocable license to use

the Software on a Small Business Server Operating System. The Full version of the Software

may be acquired by the Licensee either by purchase of a packaged boxed version or by

downl oad from Licensords webstore or one of Licens
(iii) Full Server License i a fully paid worldwide, perpetual and revocable license to use the

Software on a Server Operating System. The Full version of the Software may be acquired by

the Licensee either by purchase of a packaged boxe

webstore or one of Licensoro6s reseller partners.
(iv) Evaluation License 1 a license that entitles the Licensee to use all features of the Full license

and includes the StorageCraft Recovery Environment. This license is provided to the Licensee

for evaluation purposes for the specific evaluation period allowed by the Software. The

Software will provide Licensee with advance notice of the expiration of the Software before that

event occurs. This License may not be copied, distributed or resold. The Evaluation version

of the Software may be acquired by the Licensee based on a pre-qualified transaction of a

packaged boxed version or by download from Licenso

partners.
(v) Trial License i Equivalent of the evaluation license without the StorageCraft Recovery

Environment. The Trial version of the Software may be acquired by the Licensee by download

from Licensoro6s website or a download provider aut
(vi) Not for Resal e { ThERful)licehse o esa theeSoftware provided for

promotional purposes at no or reduced cost to Licensee. This license may not be copied,

distributed or resold. The electronic delivery, packaging or media on which the NFR Software

is provided is marked ANFRO or fANot For Resale. o

acquired by the Licensee either as a packaged boxed version provided by Licensor or by

downl oad from Licensords webstore or one of Licens

(vii) Full Desktop Virtual Machine License i This is a full license to use the Software on a virtual
machine running a Desktop Operating System. This license does not authorize the Licensee
to install and use the Software on a Physical (fino

exception that the use of the Software granted under this License is limited to a Desktop
Virtual Machine, all other rights granted and limitations imposed on the Full Desktop License
apply.

(viii) Full Small Business Server Virtual Machine License i This is a full license to use the
Software on a virtual machine running Small Business Server Operating System. This license

doesnotauthori ze t he Licensee to install and use the Sof
Machineodo) system. With the exception that the use
License is limited to a Small Business Server Virtual Machine, all other rights granted and
limitations imposed on the Full Small Business Server License apply.

(ix) Full Server Virtual Machine License i This is a full license to use the Software on a virtual
machine running a Server Operating System. This license does not authorize the Licensee to
install and use the Software on a Physical (Anot a

exception that the use of the Software granted under this License is limited to a Server Virtual
Machine, all other rights granted and limitations imposed on the Full Server License apply.

3.2. For the term of this License, Licensor grants to Licensee the right to: (a) to use the Software strictly in
accordance with the terms of this License, (b) to copy the Software for backup or archival purposes
provided that all titles, trademark symbols, copyright symbols and legends, and other proprietary markings
are reproduced, and provided further that the archival copy is not used unless the original copy of the
Software becomes inoperable or fails to function properly, (c) Licensee may transfer the rights granted to
Licensee under this License on a permanent basis to another person or entity, provided that Licensee
retains no copies of the Software and the transferee agrees, in writing, prior to such transfer, to the terms
of this License. Any other attempt by Licensee to transfer the rights or obligations under this License will
be null and void and will constitute a material breach of this License.

3.3. LICENSEE UNDERSTANDS AND AGREES THAT WITH RESPECT TO CERTAIN LICENSES COVERED
BY THIS LICENSE ALL FUNCTIONALITY OF THE SOFTWARE WILL TIME OUT AND CEASE TO
OPERATE AS GOVERNED BY THE LICENSE AND SOFTWARE. IN THE EVENT THAT THE
SOFTWARE TIMES OUT AND CEASES TO OPERATE, LICENSOR SHALL HAVE NO
RESPONSIBILITY TO PROVIDE SERVICE OR SUPPORT FOR THE SOFTWARE.

Section 4 License Restrictions
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Licensee agrees that it will not, directly or through any parent, subsidiary, affiliate, agent or third party do any of the
following with respect to the Software or Documentation licensed:

@) use the Software or Documentation in violation of the terms of this License;
(i) copy the Software or Documentation except as specifically authorized under this License;
(iii) permit concurrent use of any copy of the Software except as authorized by a Volume License
Certificate;
(iv) sell, lease, license, sublicense or otherwise deal with any portion of the Software or
Documentation;
(v) provide, lend, disclose, divulge or make available to, or permit use of the Software or
Documentati on by persons other thantendorsent.i censee w
(vi) rent, lease, grant a security interest in, or otherwise transfer rights to, or possession of, the

Software or any copy thereof;
(vii) use the Software in any service bureau or time sharing arrangement,
(viii) remove or alter any proprietary notices, labels or legends on any copy of the Software or

Documentation;

(ix) ship or transmit (directly or indirectly) any copies of the Software or Documentation to any
country or destination prohibited by the United States Government;

x) reverse engineer, decompile, disassemble, modify, translate, make any attempt to discover the
source code of the Software, or create derivative works from, employ or manipulate the
Software;

(xi) use a Desktop Virtual Machine license, a Small Business Server Virtual Machine license or

Server Virtual Machine license on a physical system.
Section 5 License Fee

5.1. License Fee. The following licenses require payment of the license fee established by Licensor or an
authorized reseller of the Licensor: Full Desktop License, Full Small Business Server License, Full Server
License, Full Desktop Virtual Machine License, Full Small Business Server Virtual Machine License and
Full Server Virtual Machine License. The following licenses do not require a payment of a license fee:
Evaluation License, Trial Licenseand NotFor Resal e (ANFRO) License.

5.2. Upgrade License Fee. If an upgrade is offered by Licensor, Licensee shall be entitled to acquire such
upgrade under the rights granted and limitations imposed by Licensor under such program. Licensor does
not make any commitment to offer an upgrade to the Software.

5.3. Maintenance and Support Fee. This License does not provide Licensee with any rights to maintenance or
support of the Licensed Software except for the Software support defined in Section 6. Maintenance or
upgraded support beyondthe support granted in Section 6, is available by separate Maintenance or
upgraded support agreement with Licensor.

Section 6 Support

Licensee is entitled to the benefits of Licensordsee.support p
Licensordéds support program includes the following options, a
(i) E-mail;
(i) Support Form Request;
(iii) Forum i Licensor moderated user forum;
(iv) Knowledge Base i question and answer resource including frequently asked questions;

Section 7 Termination

This License is effective until terminated by Licensor pursuant to this Section. Licensee may terminate this License
for convenience at any time. Licensor may terminate this License effective immediately by providing a notice to
Licensee for breach of any provision in Section 3 and 4 or if Licensee breaches any other material provision of this
License and provided the Licensee does not cure the breach within twenty (20) days after receiving notice of breach
thereof from Licensor. Upon termination of this License, Licensee must cease use of and destroy all copies of the
Software and Documentation.

Section 8 Limited Warranty
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8.1. Limited Warranty. Licensor warrants that, for sixty (60) days after the date Licensee first acquired the
Software from Licensor or its reseller, distributor or authorized representative, that the media on which the
Software is provided will be free from defects in materials and workmanship under normal use. This
warranty gives Licensee specific rights and Licensee may also have other rights that vary from state to
state.

8.2. Licensee Remedies. Under the Limited Warranty provided in Section 8.1, the entire liability of Licensor
and its dealers, distributors or authori Zeaybreaghr esent at i
of the foregoing Limited Warranty shal/l be, at Licensor i
the license or (i) replacement of the defective media on which the Software is contained, provided
Licensee notifies Licensor of the nonconformance within the sixty (60) day warranty period. Licensee must
return the defective media to Licensor or its dealer, di
expense, together with a copy oidenséfeeovithmshe sExty$60)payoof of pa)
warranty period. This Limited Warranty is void if the defect has resulted from alteration, abuse, damage or
misapplication. Any replacement media will be warranted for the remainder of the original warranty period,
or 30 days, whichever is longer.

Section 9 Disclaimer of Warranties

LI CENSOR DOES NOT WARRANT THAT THE SOFTWARE WILL MEET LI CENS
IT'S OPERATION WILL BE UNINTERRUPTED OR ERROR-FREE. EXCEPT FOR EXPRESS WARRANTIES
STATED IN THIS LICENSE, THESOF TWARE | S PROVI DEDWH AR FAUSTSOANN DHE ENTIRE
RISK AS TO SATISFACTORY QUALITY, PERFORMANCE, ACCURACY AND EFFECT IS WITH LICENSEE. TO
THE EXTENT ALLOWED BY LAW, LICENSOR AND ITS DEALERS, DISTRIBUTORS AND AUTHORIZED
REPRESENTATIVES EXPRESSLY DISCLAIM ALL EXPRESS WARRANTIES NOT STATED HEREIN AND ALL
IMPLIED WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE, NON-INTERFERENCE, NON-INFRINGEMENT OR ACCURACY. IF ANY
IMPLIED WARRANTY IS NOT DISCLAIMED UNDER APPLICABLE LAW, THEN SUCH IMPLIED WARRANTY IS
LIMITED TO 30 DAYS FROM THE DATE LICENSEE ACQUIRED THE SOFTWARE FROM LICENSOR OR ITS
DEALERS, DISTRIBUTORS OR AUTHORIZED REPRESENTATIVES AND IS SUBJECT TO THE EXCLUSIVE
REMEDY PROVISION SET FORTH IN SECTION 8.2. SOME STATES DO NOT ALLOW LIMITATIONS ON HOW
LONG AN IMPLIED WARRANTY LASTS, SO THE FOREGOING 30 DAY TIME LIMITATION ON IMPLIED
WARRANTIES MAY NOT APPLY TO LICENSEE.

The Limited Warranty herein gives Licensee specific legal rights and Licensee may also have other legal
rights which vary from state to state. Warranty inquiries may be sent to Licensor at: legal@storagecraft.com
or to Legal Department, 180 West Election Road, Suite 230, Draper, Utah 84020, U.S.A.

Section 10 Limitation of Liability

THE LIABILITY OF LICENSOR AND THAT OF ITS DEALERS, DISTRIBUTORS AND AUTHORIZED
REPRESENTATIVES TO LICENSEE FOR ANY LOSSES SHALL BE LIMITED TO DIRECT DAMAGES AND SHALL
NOT EXCEED THE AMOUNT LICENSEE ORIGINALLY PAID FOR THE SOFTWARE AND IN NO EVENT SHALL
LICENSOR OR ITS DEALERS, DISTRIBUTORS OR AUTHORIZED REPRESENTATIVES BE LIABLE TO
LICENSEE FOR ANY INCIDENTAL, INDIRECT, SPECIAL, OR CONSEQUENTIAL DAMAGES (INCLUDING LOSS
OF PROFITS), EVEN IF LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME
STATES DO NOT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES,
SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO LICENSEE.

Section 11 United States Government Restricted Rights.

RESTRICTED RIGHTS LEGEND. All Licensor products and documentation are commercial in nature. The software
and software documentation are "Commercial Items", as that term is defined in 48 C.F.R. section 2.101, consisting of
"Commercial Computer Software" and "Commercial Computer Software Documentation”, as such terms are defined
in 48 C.F.R. section 252.227-7014(a)(5) and 48 C.F.R. section 252.227-7014(a)(1), and used in 48 C.F.R. section
12.212 and 48 C.F.R. section 227.7202, as applicable. Consistent with 48 C.F.R. section 12.212, 48 C.F.R. section
252.227-7015, 48 C.F.R. section 227.7202 through 227.7202-4, 48 C.F.R. section 52.227-14, and other relevant
sections of the Code of Federal Regulations, as applicable, Licensor's Software and Documentation are licensed to
United States Government end users with only those rights as granted to all other end users, according to the terms
and conditions contained in this license.

Section 12 Compliance with Export Law
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Certain Licensor products are subject to export controls by the U.S. Department of Commerce (DOC),
under the Export Administration Regulations (EAR) (see www.bxa.doc.gov). Violation of U.S. law is
strictly prohibited. Licensee agrees to comply with the requirements of the EAR and all applicable
international, national, state, regional and local laws and regulations, including any applicable import and
use restrictions. Licensor products are currently prohibited for export or re-export to Cuba, North Korea,
Iran, Iraq, Libya, Syria and Sudan or to any country subject to applicable trade sanctions. Licensee
agrees not to export, or re-export, directly or indirectly, any product to any country outlined in the EAR,
nor to any person or entity on the DOC Denied Persons, Entities and Unverified Lists, the U.S.

Department of Statebs Debarr e@TrdadurydlistsobSpecally t he U. S.
Designated Nationals, Specially Designated Narcotics Traffickers, or Specially Designated Terrorists.
Furthermore, Licensee agrees not to export, or re-export, Licensor products to any military entity not
approved under the EAR, or to any other entity for any military purpose, nor will Licensee sell any
Licensor product for use in connection with chemical, biological, or nuclear weapons or missiles capable
of delivering such weapons.
Section 13 Notices
All notices between the Parties shall be in writing and shall be deemed to have been given if personally delivered or
sent by certified or registered mail (return receipt requested) or electronic facsimile to the addresses set forth as
follows:
If to Licensor to: Legal Department
StorageCraft Technology Corporation
180 West Election Road, Suite 230
Draper, UT 84020
If to Licensee to: To the last known address provided by Licensee to Licensor.
Notices shall be deemed effective upon receipt.
Section 14 Microsoft® Windows® Preinstallation Environment License (Windows PE)
Licensor is a licensee under a license granted by Microsoft with respect to Microsoft Windows Preinstallation
Environment software, including versions 2005 and 2.0. The Microsoft License specifically requires the End User to
accept the following terms and conditions not otherwise set out in this License:
(i) The Software is limited to use as a boot, diagnostic, disaster recovery, set up, restoration,
emergency services, installation, test/or configuration utilities program, and is not for use as a
general purpose operating system or as a substitute for a fully functional version of any
operating system products.
(i) THE SOFTWARE CONTAINS WINDOWS PE AND IT CONTAINS A SECURITY FEATURE
THAT WILL CAUSE THE COMPUTER SYSTEM TO REBOOT WITHOUT PRIOR
NOTIFICATION TO THE END USER AFTER 24 HOURS OF CONTINUOUS USE. THIS
TIME-OUT FEATURE WILL RESET EACH TIME THE COMPONENT CONTAINING THE
WINDOWS PREINSTALLATION ENVIRIONMENT IS RELAUNCHED.
(i) Any and all Microsoft an datedo tbherSofsvaré are dadaimedin at e d s
full and without condition.
(iv) All customer support issues will be handled solely by Licensor.
V) End User (Licensee) is specifically prohibited from reverse engineering, decompiling, or
disassembling Windows PE, except to the extent expressly permitted by applicable law.
(vi) End User (Licensee) is specifically informed that the Software is subject to U.S. export
jurisdiction.
Licenseebs system requirements wil/ require ehatdbaer versi on

systems may require version 2005 and are incapable of running version 2.0. The license granted by Licensor to
Licensee authorizes use of WinPe version 2005 or version 2.0 but not both.

Section 15 Network Configuration Utility
The Software includes the Network Configuration Utility based on a derivative created by Licensor under a license
granted by Pierre Mounir (The Truth), a proprietary software product copyrighted © 2003-2004 with all rights

reserved.

Copyright © StorageCraft Technology Corporation, 2006 - 2007
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Section 16 Miscellaneous

16.1. Severability. If any provision of this License is unenforceable or invalid pursuant to any applicable law,
such unenforceability or invalidity will not render this License unenforceable or invalid as a whole, and
such unenforceable or invalid provision will be changed and interpreted so as to best accomplish the
objectives of such provision within the limits of applicable law or applicable court decisions.

16.2. Entire License. This License contains the entire License of the parties with respect to the subject matter of
this License and supersedes all previous communications, representations, understandings and
agreements, either oral or written, between the parties with respect to said subject matter.

16.3. No Waiver or Modification. This License may not be modified except by a written addendum issued by a
duly authorized representative of Licensor. No delay or failure to take action represents a waiver of the
rights inherent to or granted to Licensor under this License.

16.4. Applicable Law. This License will be governed by the laws of the State of Utah without regard to conflict of
law principals that would require the application of the laws of any other state. The United Nations
Convention on Contracts for the International Sale of goods does not apply to this License. Any action or
proceeding arising from or relating to this License must be brought in a federal court in the Utah District or
in a state court in Salt Lake County, Utah, and each party irrevocably submits to the jurisdiction and venue
of any such court in any such action or proceeding.

16.5. Customer Contact. If Licensee has any questions concerning this License, Licensee may contact Licensor
as follows: website - www.storagecraft.com, fax - 801-382-1824 or mail i StorageCraft Technology
Corporation, 180 West Election Road, Suite 230, Draper, Utah 84020, U.S.A.

Version: August 2007

© Copyright 2006-2007 StorageCraft Technology Corporation. All Rights Reserved. This Software and Documentation are the
copyrighted property of StorageCraft Technology Corporation and all rights in and to ShadowProtect Server, ShadowProtect Small
Business Server, ShadowProtect Desktop Editions, ShadowProtect ImageManager Service, ShadowProtect ImageManager Client
and ShadowProtect KeyFileMaker(and other keyfile tools) are reserved to StorageCraft Technology Corporation. StorageCraft,
StorageCraft Recovery Environment, ShadowProtect, ShadowProtect Server, ShadowProtect Small Business Server,
ShadowProtect Desktop Edition, ExactState and ShadowProtect ImageManager Service, ShadowProtect ImageManager Client and
ShadowProtect KeyFileMaker (and other keyfile tools) and their respective logos are trademarks of StorageCraft Technology
Corporation in the United States and elsewhere. Microsoft and Windows are registered trademarks of Microsoft Corporation.
Windows Preinstallation Environment and WinPE are or may be trademarks of Microsoft Corporation. VMware is a registered
trademark of VMware Inc. This Software includes a derivative software application of PE Network Configurator authorized by
license granted by Pierre Mounir (The Truth). All other brands and product names referenced in this License are or may be the
trademarks or registered trademarks of their respective owners.
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About The User Guide

CHAPTER 1: ABOUT THE USER GUIDE

1.1 Welcome

Welcome to the ShadowProtect Server Edition User Guide. This User Guide describes the
ShadowProtect technology, as well as how to install, operate and derive the maximum benefits from
ShadowProtect Server Edition. All references in this User Guide to ShadowProtect are to ShadowProtect
Server Edition.

The ShadowProtect User Guide incorporates screen captures of the user interface for describing
features, how to use functions and for graphically displaying where to access ShadowProtect features.

ShadowProtect Desktop Edition — [ localhost |

File Tasks View Options Help
(% A "3 Wizards | (7 Disk Map | | & Backup Jobi‘ Destinations | " Backup History | Network View
View 2 —
¢ Network View ct Disconnect | Add Dele
< - Backup Properties
\'véTasks < : iz:zcmtet:ls wizard to create a backup of the entire computer or specified = & Managed nod
% Backup : % localhost
‘3» Restore
1. Explore Backup i Restore
A o Select this wizard to restore entire data volumes from existing backup image
| ’1 Dnot Backp uage files. To restore the system volume you must restore by booting the
ShadowProtect Recovery Environment CD. To restore individual files, run the
Explore Backup wizard.
) Sverity oo Explore Backup
§ Backup Image Tool 2 Select this wizard to mount and view the files and directories contained within
@ Refresh Volumes Info > a backup image file. You can then use File Explorer to restore selected files
from the mounted backup image.
@ Restore
@ Browse Image
@ Image Tools
1032x742 CAP NUM S

Figure 1: ShadowProtect Server Edition Main Page

1.2 Additional Information

For emerging issues and other resources, see the following:
1 The readme.txt file included on the ShadowProtect Server Edition CD.
1 The StorageCraft technical support support@storagecraft.be

This User Guide is also available from the ShadowProtect interface under the Help section.

A number of simplified diagrams are provided to give the user an overview and understanding of the way
ShadowProtect works.
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A glossary of ShadowProtect features and general software/hardware terms is provided at APPENDIX C,
page 1109.

1.3 Conventions

3 This symbol designates information that is critical to the configuration and/or use of
ShadowProtect.

1.4 How This Guide Is Organized

This guide is divided into the following chapters:

ABOUT THE USER GUIDE

INTRODUCTION

INSTALLING SHADOWPROTECT

ABOUT THE USER INTERFACE

CREATING BACKUP IMAGE FILES
SHADOWPROTECT

RESTORING FILES AND FOLDERS
DISMOUNTING BACKUP IMAGE FILES
BACKUP IMAGE TOOL

STORAGECRAFT RECOVERY ENVIRONMENT
REMOTE MANAGEMENT

OTHER OPERATIONS

BEST PRACTICES

PRODUCT SUPPORT

COMMON RETENTION POLICY CONFIGURATIONS
GLOSSARY

=4 =8 =488 -0_0_0_9_4_4_9_°5_45_°-_--°

Familiarize yourself with the features and configuration options of ShadowProtect by reviewing this User
Guide before using the product.

A Best Practices section at page 115 provides guidance on the use of ShadowProtect to help ensure a
beneficial experience with the product.
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Introduction

CHAPTER 2: INTRODUCTION

2.1 About ShadowProtect Server Edition
Fast and reliable backup and bare metal recovery for Windows Servers.

ShadowProtect Server Edition is a backup and recovery solution for Windows® 2000 Server and Server
2003 computers. With ShadowProtect you can create exact point-in-time backup images while you work
of an entire system including the operating system, applications, system and personal settings, and
personal files. You can save these point-in-time backup images to any disk device including network
drives, SAN, NAS, iSCSI, SCSI, USB or FireWire. If you experience a problem with your system or you
need to recover a file, you can use a previous point-in-time backup image to restore a file, folder, or an
entire volume.

ShadowProtect utilizes simple and intuitive wizards, so that you can:
1 Create a backup image.
I Set up an automatic backup schedule.
1 Mount a point-in-time backup image for file and folder browsing or recovery.
1 Restore an entire volume.
Perform a bare metal recovery using the StorageCraft Recovery Environment.

With ShadowProtect, you can protect your system and data in the event of a disaster.

3 Note: The ShadowProtect CD contains the StorageCraft Recovery Environment which is used as a
boot disk for restoring a backup image to the system volume. Be sure to store the CD in a safe place for
use in the event that a bare metal recovery of your computer is required.

ShadowProtect enables you to:

Create live backups while you work.

Schedule automatic backups.

Restore your system to an exact point-in-time.

Restore images to different hardware or to virtual environments (P2P,P2V,V2P).
View backup images for quick file and folder recovery.

Save backup files to any disk device or removable media.

Remotely recover your system and data.

Perform a quick and simple bare metal system recovery.

E - |

New Features in ShadowProtect Version 3:

1 Hardware Independent Restore (HIR) i Restore any backup image file to dissimilar hardware or

to virtual environments such as VMWare or Microsoft Virtual Server.

1 Improved Recovery Environment i Dynamically load storage and NIC drivers without rebooting.
Hot plug storage devices like USB drives without rebooting.
Save backup images to CD/DVD/BIlu-Ray media.
I/O throttling for each backup job.
Create incremental backups ONLY i With the new forever incremental technology, you can
create incrementals eliminating the need to take another full image. Auto consolidation on the
image destination drive helps manage storage consumption.
Improved Network Destination wizard.
Verify backup images for image integrity.

=A =4 =4

= =4
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Components of ShadowProtect
ShadowProtect includes the components listed in Table 1.

Table 1: Components included in ShadowProtect

Component Description

The ShadowProtect console lets you create, schedule, and
restore point-in-time backup images from your computer,
ShadowProtect Console manage existing backup images and manage and view the
complete status of the ShadowProtect Backup Agent. The
console includes numerous wizards to simplify the operation of
ShadowProtect.

The ShadowProtect Backup Agent is the engine that actually
creates and stores the point-in-time backup images on a
computer. The Agent also is the engine that mounts and can
restore files, folders or complete volumes on a computer. The
Agent is managed via the console. To access the
ShadowProtect Backup Agent, you must be a domain user with
local administration rights.

ShadowProtect Backup Agent

The StorageCraft Recovery Environment allows for quick
recovery from system failure. The recovery environment is
based on Windows Server 2003 Service Pack 1 and Windows
Vista. This has excellent device coverage for Server hardware
and in most cases, all the necessary drivers are available for
complete system detection and quick recovery in case of
failure.

Within the recovery environment, you can not only restore
systems, but also back them up. This is useful in two cases:

1 If the system is unable to boot, ShadowProtect allows
you to back that system up before a destructive restore
could destroy valuable data; and

1 ExactState™ backups, which are backups of volumes
that are offline, can be taken when the best possible
backup or cold backup is required.

StorageCraft Recovery
Environment

Using the remote management and remote control capabilities,
the administrator or help desk personnel can manage
ShadowProtect without sitting in front of the computer. In case
of system failure, the recovery environment can be remotely
controlled by the administrator for full system recovery.

The StorageCraft ShadowProtect ImageManager allows you to
ShadowProtect ImageManager | auto consolidate backup images and gives you information
about how much storage space is being consumed by your
backups.
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2.2 How Does ShadowProtect Work?

Using StorageCraft 6 s | eadi ng e d g ¢echnabofyuinmege/rsstore pngiheand image

mounting application, ShadowProtect creates point-in-time backup image files that represent the exact

state of your system. These backup image files contain a sector-by-sector image of the volume. These

backup image files may be encrypted for security and compressed to conserve hard disk space. When

these backup image files are mounted using StorageCr af:
represent an exact copy of the volume at the point-in-time the backup image was taken. The following

explains each of the steps for creating backup image files, mounting and exploring backup image files

and restoring image files.

Creating a ShadowProtect backup image involves two key processes; the first is creating a virtual volume

and the second is capturing the volume information into a file. To create the virtual volume, snapshot

technology is used to capture the volume at an exact point-in-time. By default, ShadowProtect will use
StorageCraftés Vol ume Snapshot Manager to capture this
during installatony ou chose not to install StorageCraftés Vol ume
ShadowProtect wild.l use Microsoftds Vol Snap to create a
incremental backup feature available in ShadowProtect is hot available if you are using Microsoft VolSnap

to create the virtual volume. Table 2 below describes and compares the different snapshot methods

available in ShadowProtect.

Table 2: Comparison of Snapshot Methods Available in ShadowProtect

Supported
Operating Incremental
Snapshot Systems Image Speed Quality Comments
1. VSS aware applications are managed to achieve
StorageCraft Windows Server best backups.
Volume Snapshot 2000 Famil Fast Best
Manager with VSS Y 2. Can use script files to manage applications that
are not VSS aware to improve backups.
1. VSS aware applications are managed
Microsoft VolSnap | Windows Server automatically to achieve best backups.
with VSS 2003 Family Slow Best " -
2. Can use script files to manage applications that
are not VSS aware to improve backups.
Windows 2000
StorageCratt Server Family / 1. Can use script files to manage both VSS and non-
Volume Snapshot ind 2003 Fast Good Ss licati - back
Manager direct Windows 20 VSS aware applications to improve backups.
Server Family

In order to create the highest quality virtual volumes for imaging, ShadowProtect incorporates Microsoft
VSS when taking snapshots on Windows Server 2003 systems to prepare applications for backup.
(Microsoft VSS is not available on Server operating systems before Windows Server 2003.) In addition,
you can instruct ShadowProtect to run script files immediately before the snapshot of the volume and
immediately following the snapshot of the volume. These script files can be used to better prepare
applications and the system for backup, and are particularly helpful on Windows 2000 Server systems
where Microsoft VSS is not available and for Windows 2003 Server systems for non-VSS aware
applications. The entire process of taking a snapshot of a volume and creating a virtual volume takes
only seconds and does not interfere with the current operation of the system.

This virtual volume is then imaged to create a ShadowProtect backup image file. This image file is an
exact sector-by-sector representation of the volume at the time the snapshot of the volume was taken.
The amount of time it takes to write the image file depends upon the hardware of the system and the
amount of data in the image file. Once the image file is written, ShadowProtect can execute a final script
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file, which can be used to copy the backup image to another hard drive or location or execute some other
task.

ShadowProtect takes a point-in-time
snapshot of the real volumes.

USB/Firewire
. g This full or incremental
ﬂ ﬁ backup can be saved
o

ud to any disk device
3 SAN NAS, DAS,
;l RAID
Network

Drives

ShadowProtect creates an exact
backup image of the system and
stores it to a file

Figure 2: Creating a Point-in-time Image

Backup image files may be password encrypted for security, compressed to save disk space and split into
multiple files with a defined maximum size for transfer to fixed size media such as CD or DVD.

ShadowProtect enables the user to create incremental images in which only the sectors of the changed
volume are backed up. The amount of time to take an incremental image of the volume is very short,
because only the changed sectors are written to the image file. This differs from file backup, where the
entire file is backed up if the file changed. For large files or databases the amount of time required to
create the incremental backup in addition to the amount of space required for the incremental backup can
be significant.

Any changes that occur to the system after the snapshot is taken are handled in a normal fashion and are
written to the real volume. These changes are tracked and the next time the system takes an incremental
image, these changes will be included in the backup image file. Using this method of tracking changes
and point-in-time snapshot and imaging, ShadowProtect efficiently creates backup image files with
minimal impact on computer performance.

Once a backup image file is taken, a user can use it to recover files and folders by mounting the image or
restoring an entire volume, including bare metal recovery of a system volume.

A user can mount a backup i mage FigurerBgesBiteatdeprudessot ect 6 s
of mounting backup image files. This utility includes several powerful options available when mounting a

backup image, including mounting backup images as read-only, as read-writeable, as an available drive

letter and as a mount point. The ShadowProtect mount utility is efficient enough to mount hundreds of

backup images simultaneously with minimal impact on computer performance. Further, because these

mounted backup image files have the properties of an actual Windows volume, it is possible to mount a

backup image file and share it on the network as a read-writeable drive that will perform and act like an

actual volume, including preserving file properties and security. Any changes made to the volume can be

saved as an incremental image. Then a user can have access to critical data in the event of an

emergency by working in a mounted backup image file; any changes made to the volume can be saved.
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File and Folder Recovery

Lz) Desktop
# (L) My Documents
= j My Computer
+ S WinXPSP2 (C:)
# J SHADOWPROTECTIT (E:)
+ S Data (G:)
= <e» WinXPSP2 (R:)
# |2 DELL
() Documents and Settings
) MSOCache

FOF O F

) Program Files
() RECYCLER

) Temp
3 £ WINDOWS
+ D Control Panel
# % My Network Places
2/ Recyde Bin

Browse a backup image to
restore files and folders.

£ NVIDIA Share the backup image
for end user file and folder

) System Volume Information recovery_

Figure 3: Mounting a Backup Image File to Restore Files and Folders

A user can restore an entire volume using a backup image file. For non-system volumes, the user can
perform a volume restore while running ShadowProtect in Windows. The user can perform a bare metal
recovery of a system volume by booting to the StorageCraft Recovery Environment on the
ShadowProtect CD. After the restore is complete the user can reboot to the new system volume and it
will be recovered to the point-in-time that was restored. Table 3 below compares the process time
required by traditional system recovery methods with the time required by the ShadowProtect method.

Table 3: Bare Metal Recovery Comparison of ShadowProtect Versus Traditional Methods

Traditional Method

ShadowProtect ﬁ

1 Repair hardware if necessary Repair hardware if necessary
2 Collect all necessary OS media Boot from Recovery CD
3 Reload OS from CD-ROM Restore entire system or selected files
4 Reboot Reboot
5 Apply multiple service packs W FULLY RESTORED IN MINUTES
6 Reboot (this could take several reboots)
7 Reload backup software from CD-ROM
8 Patch backup software to the latest
support level
9 Reboot
10 Load recovery tape and restore

FULLY RESTORED IN HOURS
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ShadowProtect also features an automated backup schedule that allows a user to set up automated
backup jobs for protected volumes. Using the backup schedule the user may configure his computer to
take full and incremental backup images and to retain backup image sets as defined. Using the backup
image schedule, it is possible to schedule an incremental backup image every 15 minutes.

ShadowProtect comes with the Backup Image Tool which simplifies image management. Using this tool,
a user can manage existing image files, including consolidating image files as well as modifying password
encryption and compression. Finally, a user may merge or split image files into single or multiple files of
fixed size for easy management or archiving to removable media such as CD or DVD.

This summary explanation is intended to provide an overall view of ShadowProtect Server Edition. Many
important features and benefits are not included in this overview. The user is encouraged to review the
User Guide in detail in order to fully understand ShadowProtect Server Edition.

2.3 Features of ShadowProtect Server Edition

Some of the features of ShadowProtect Server Edition are presented in the following list.
A Bootable CD to create / restore point-in-time backup

Full system bare metal recovery

Restore to dissimilar hardware (P2P,P2V,V2P)

Base point-in-time backup / restore

Read-only or read-write point-in-time backup

Mount and view backup for folder and file recovery or update

Verify backup images

Point-in-time backup with compression and encryption

Backup FAT, FAT32, NTFS volumes

ExactState Backup 1 Image entire system or individual volume(s)

Backup / restore locations i Network drives, SAN, NAS, iSCSI, SCSI, USB, or FireWire,
CD/DVD/Blu-Ray

Online backup - Entire system or individual volume(s)

Incremental point-in-time backup

Only create incrementals after the initial full backup.

Auto Consolidation of base and incremental point-in-time backups into intra daily,weekly, and
monthly backups.

Schedule base and incremental backup events

Event logging and reporting

Remote system recovery

Scripting and command-line support

Microsoft Volume Shadow Copy Service (VSS) aware

Windows 2000 Server, Server 2003 support

I I I v D I D D D D> >

D> DD DD

2.4 How You Can Use ShadowProtect Server Edition

241 Use Case 11 Bare Metal Recovery

Servers in the enterprise need to be online and availabl e i n todayés gl obal economy.
disaster causing downtime, it can be very costly to the company and reduce employee productivity while

the server is offline. The server needs to be restored in the quickest and most reliable way.

Desired Solution

Restore the entire system as quickly as possible. Completely avoid reinstalling the operating system,
applications and reset user preferences and settings which is too costly.

How can ShadowProtect Server Edition Help?
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Using the ShadowProtect Recovery Environment, IT administrators can restore the entire system in
minutes. There is no need to create recovery media since ShadowProtect provides a bootable recovery
CD with full hardware and network support. Point-in-time backups can be recovered from any attached
storage device or storage location on your network. Restores are much faster because they are writing
from disk rather than from slower tape drives. The Server is restored to exactly the way it was before the
disaster occurred.

2.4.2 UseCase 217 Live Server Backup

Disk-based backup combined with intelligent snapshot technology gives IT administrators the ability to
take point-in-time backups while the server is running and without interrupting day-to-day business
operations.

Desired Solution
Get a reliable backup of the Server any time during the day or night without causing any downtime.
How can ShadowProtect Server Edition help?

ShadowProtect allows IT administrators to take live backups of their servers without causing any
downtime. ShadowProtect takes an image 1 including the operating system, critical data and
configuration settings i of that server. ShadowProtect also allows the IT administrator to set a schedule
for the server to be automatically backed up with no intervention.

2.4.3 Use Case 31 ExactState Backup Image File and Folder Access

Many companies make daily backups but still feel they need to have a backup of their servers when

everything is closed to ensure the likelihood that their backup is recoverable. Some companies take their

servers down at off peak times and take an image of their servers. This can take a lot of time and be very

costly for the company. However, IT administrators will choose to do this because they feel confident in

the case of a disaster that the backup images they created canber ecover ed with this fAperf

Desired Solution

IT administrators want the most reliable and recoverable backup possible but do not want the extended
downtime associated with these offline backup methods.

How can ShadowProtect Server Edition help?

ShadowProtect Server Edition provides the ability to take an ExactState backup image for the most
reliable backup available and with the least amount of downtime. ShadowProtect takes a snapshot during
the boot process and before any volume is online. Once the server is up and running, this snapshot is
available to be imaged. This ExactState backup image allows IT administrators the best of both worlds;
the most reliable backup and the least amount of downtime.

2.4.4 Use Case 41 Individual File and Folder Restore

Restoring individual files and folders from tape can be a disaster. It takes a lot of time to locate the tape
media if it is not onsite; often times the backup was never successful. Most restores that occur in the
enterprise are files and folders users accidentally deleted or overwrote. This process needs to be simple
and fast so end users can be productive.

Desired Solution
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Restore individual files and folders in the least amount of time possible. This process needs to be
extremely easy and allow the end user to select files and folders they need to recover without any
intervention from an IT administrator.

How Can ShadowProtect Server Edition Help?

ShadowProtect Server allows the IT administrator to mount backup images and assign the image a drive
letter. Since the backups are disk-based, the process is very fast and easy and uses Windows Explorer.
The IT administrator can mount a backup image and share this with end users who can select the files
and folders they need to restore.

245 Use Case 57 Update an Existing Backup Image

Many backup imaging products in the market today allow images to be taken and then mounted for easy
access. The problem is these images are read-only files. Often, IT administrators need to update a single
driver or an existing backup contains a virus which needs to be cleaned before restoring. Since the
images are read-only, they must clean the virus or make the update, and then take another image before
they restore. This method is not efficient and can cost money and time.

Desired Solution

IT administrators want the ability to update an existing image file. The backup image files should be read-
write and not just read-only images.

How can ShadowProtect Server Edition Help?

ShadowProtect Server Edition creates images that may be mounted as read-only or read-write. In the
case of a virus, the virus can be cleaned and the image file updated before restoring that image file to a
server. The administrator may also mount an image file for end users who have lost data to use
mounted volumes to continue their work as normal. The changes made to a volume can be written to a
backup image as an update.

2.4.6 Use Case 61 Create Full and Incremental Backup Images

IT administrators need the ability to take full backups i and more importantly incremental backups 1 to
save time and space. Many solutions use a file based approach which means if a file is changed after a
full backup has been taken, that entire file will be backed up in the incremental. Sector-based
incremental backup is the quickest and most efficient way to take an incremental backup.

Desired Solution

Once a full backup has been taken, IT administrators would like to take incremental backups from that
point forward, until the next full backup. The incremental backups must be fast and take up the least
amount of disk space.

How can ShadowProtect Server Edition Help?

ShadowProtect Server Edition incremental backups are sector-based. This allows backup of just the
pieces of a sector that have changed to be backup up and not the entire file. For example, if a user made
a change to a Word document that was 4MB in size, with other file based backup products, the entire
4MB file would be backed up. With ShadowProtect and sector tracking, just the changed sectors would
be backed up and not the entire file.
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247 Use Case 71 Restore Backup Images to Different Hardware/Virtual
Environments.

Users need to recover backup images to different types of systems. There are times when the original
hardware is not available, or the user wants to migrate from a physical environment to a virtual
environment. Users need the ability to take any backup image and restore it to either the same hardware,
completely different hardware, or to a virtual environment.

Desired Solution

Use my existing backup images to restore to any environment, whether it is physical or virtual.

How can ShadowProtect Server Edition Help?

Using the HIR feature in ShadowProtect Server Edition 3, users may take their existing backup images
that were created from previous versions of ShadowProtect and recover to completely different hardware

or to a virtual environment. ShadowProtect backup images are supported from within the VMware
Converter and VMware Workstation 6 products.
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CHAPTER 3: INSTALLING SHADOWPROTECT

3.1 Requirements

3.1.1  Minimum System Requirements

CPU Support: 133 MHz or higher Pentium compatible CPU

Memory: At least 128 MB of RAM (or the minimum required by the operating system)
Hard Disk: 10 MB of free space

CD-ROM or DVD drive

> > >

3.1.2 Supported Operating Systems

A Windows® 2000 Server Family, Including:

0 2000 Server

0 2000 Advanced Server

0 2000 Datacenter Server

o Small Business Server 2000
A Windows® Server 2003 Family, including:

o0 Server 2003 Standard Edition
Server 2003 Standard Edition R2
Server 2003 Advanced Edition
Server 2003 Advanced Edition R2
Server 2003 Enterprise Edition
Server 2003 Enterprise Edition R2
Server 2003 Datacenter Edition
Server 2003 Datacenter Edition R2
Server 2003 Web Edition
Small Business Server 2003 *The ShadowProtect Small Business Edition will only install
on a small Business Server.

O O0OO0OO0O0O0OO0OO0OOo

3.1.3  Supported File Systems

ShadowProtect Server Edition supports the following File Systems: FAT16, FAT16X, FAT32, FAT32X,
NTFS and Dynamic Disks.

3.1.4  Supported Storage Media

ShadowProtect Server Edition supports the following storage media: any disk drive including network
drives, SAN, NAS, iSCSI, SCSI, USB or FireWire or optical media including CD/DVD/Blu-Ray.

3.2 Trial Version

If you are installing the Trial Version of ShadowProtect Server Edition, you can install all the applications
and create backup image files of system and data volumes. You can also restore data volumes or
specific files and folders.

You will not be able to restore the system volume, because the StorageCraft Recovery Environment is
not made available with the Trial Version. This component is made available only to customers who
purchase ShadowProtect or are provided the Evaluation Version.

Your Trial Version will expire and cease to operate after the trial period. However, you can purchase
ShadowProtect at any time and the images you created using the Trial Version can be restored using the
Full Version of the product.
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3.3 Evaluation Version

If you are installing the Evaluation Version of ShadowProtect Server Edition, you can install all the
applications and create backup image files of system and data volumes. You can also restore system
volumes, data volumes or specific files and folders.

The Evaluation Version is made available on CD or as an .ISO image. The StorageCraft Recovery
Environment is made available with the Evaluation Version, enabling you to restore the system volumes
as well as enabling you to create backup image files from the Recovery Environment.

Your Evaluation Version will expire and cease to operate after the evaluation period. However, you may
purchase ShadowProtect at any time and upgrade your Evaluation Version to a Full Version without
reinstalling the software.

3.4 ShadowProtect Licensing

ShadowProtect licensing is based on the number of computers you are protecting using the software. If
you are using ShadowProtect to backup 100 computers, you will require 100 licenses. Please review the
End User License Agreement beginning at page 3 of this User Guide.

3.5 Installing ShadowProtect Server Edition

Before you install ShadowProtect, make sure you have reviewed the system requirements for installing
ShadowProtect.

To Install ShadowProtect
1. Insert the ShadowProtect CD into the media drive of the computer.

If CD auto-run is enabled, the ShadowProtect installation page will launch automatically.

2. If the CD auto-run is not enabled, browse the ShadowProtect CD. Locate and run the
ShadowProtect installation program named Server_Setup_3.0.EXE.

3. Select the product you want to install (Server, Desktop, ImageManager).

4. Click Next on the setup Installation Wizard welcome screen.

5. ShadowProtect License Agreement.
You must accept the ShadowProtect License Agreement to install ShadowProtect. Without
accepting the ShadowProtect License Agreement you cannot proceed with the installation. If you
wish to print out the License Agreement, click Print. If you accept the License Agreement, select
the radio button indicating il accept the terms of
Next.

If you do not accept the ShadowProtect License Agreement, click Cancel to abort the installation.

6. Select the type of setup. If you select Complete all components will be installed. Selecting
Custom will allow you choose what components to install. Click Next

7. By default, ShadowProtect willbe i n s t a NProgrdm Filas\Stér&geCraft\ShadowProtect\.0

You may change the installation location by clicking the Change button and browsing to the
location you wish to install ShadowProtect.

8. The installation summary dialog will appear. If you need to make changes to the installation, click
Back and make changes. Click Install to begin the installation.
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9. A dialog box will appear indicating ShadowProtect installation is complete. Click Finish.

10. You will be prompted to restart your computer for the configuration changes to take affect. Click
Yes to restart your computer now. Click No to restart your computer later.

11. Remove the ShadowProtect CD from the media drive.

To Install the ShadowProtect ImageManager
1. Insertthe ShadowProtect CD into the media drive of the computer.

If CD auto-run is enabled, the ShadowProtect installation program will launch automatically.

2. If the CD auto-run is not enabled, browse the ShadowProtect CD. Locate and run the
ShadowProtect installation program named Setup.

3.6 Testing the StorageCraft Recovery Environment CD

You should test the StorageCraft Recovery Environment to ensure that it runs properly on your computer.
To do this, boot the StorageCraft Recovery Environment from the ShadowProtect CD, see CHAPTER 11:
STORAGECRAFT RECOVERY ENVIRONMENT for details and instructions.

If the StorageCraft Recovery Environment boots and runs as expected, then you will be prepared to
perform ShadowProtect operations from the Recovery Environment in the event the system does not boot
or you need to restore a system volume from a backup image file or you wish to create cold state backup
images using the Recovery Environment.

If the StorageCraft Recovery Environment does not boot or run as expected, you should investigate the
following issues:

A You are having problems booting to the StorageCraft Recovery Environment from the
ShadowProtect CD. See CHAPTER 11: STORAGECRAFT RECOVERY ENVIRONMENT for
details and instructions on booting the ShadowProtect CD.

A You do not have the necessary network interface card (NIC) drivers to access the network. You
can now dynamically load storage and NIC drivers from within the Recommended Recovery
Environment option by clicking the Load Drivers button under the Tools menu. You can also
contact StorageCraft Technical Support or send an email to support@storagecraft.be so that the
necessary NIC drivers can be included in subsequent builds of ShadowProtect. (See Erreur !
Source du renvoi introuvable.)

A You do not have the necessary storage drivers to access a storage device on the computer. You
may need to load storage drivers during boot time. During the initial boot phase of the
StorageCraft Recovery Environment, you will be prompted to hit F6 to add storage drivers. You
will then be prompted to load the storage driver from diskette. If you choose to load the drivers
after you have booted into the Recommended Recovery Environment, you can click the Load
Drivers button under the Tools menu. It is a good idea to keep necessary storage drivers on a
diskette that is available in the event you need to boot the ShadowProtect CD to run from the
Recovery Environment. Contact StorageCraft Technical Support or send an email to
support@storagecraft.be so that the necessary storage drivers can be included in subsequent
builds of ShadowProtect. (See Erreur ! Source du renvoi introuvable.)

ﬁ Note: The ShadowProtect CD, contains the StorageCraft Recovery Environment which is used as a
boot disk for restoring a backup image to the system volume. Be sure to store the CD in a safe place for
use in the event that a bare metal recovery of your computer is required.
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3.7 Starting ShadowProtect Server Edition

To start ShadowProtect from Windows, select ShadowProtect > ShadowProtect Server Edition, from
Start > Programs. This will start ShadowProtect and bring up the user interface.

If your system is unable to boot the operating system, or you wish to run ShadowProtect from the
Recovery Environment in order to restore a system volume or to take cold state backup images, See
CHAPTER 11: STORAGECRAFT RECOVERY ENVIRONMENT for instruction and details.

3.8 Activating and Deactivating ShadowProtect Server Edition

When you purchase ShadowProtect, you will receive a product serial number along with the Evaluation
Version of the product. After installing the Evaluation Version you will have 30 days to activate the
product and convert the installed product to a Full Version before the product times out and ceases
functioning.

Online Activation (preferred method)

To activate your product online complete the following steps. This is the preferred method for

computers with an internet connection.

1. Install the Evaluation Version of ShadowProtect you received when you purchased
ShadowProtect.

2. Start ShadowProtect See Section 3.7 Starting ShadowProtect Server Edition for instructions and
details.

3. From the Menu Bar select Tools > Product Activation.
4. Enter your Customer Name into the Product Activation dialog.

5. Enter your product serial number you received when you purchased your product into the Product
Activation dialog.

6. Machine ID is generated automatically after installing ShadowProtect and is presented in the
Machine ID field in the Product Activation dialog.

7. Click OK. You will receive a message letting you know if your activation was successful or
unsuccessful.

a. (Activation Successful) If your activation was successful, you may now close the Product
Activation dialog. You product is activated.

b. (Activation Unsuccessful) You will be notified if your product activation was unsuccessful
and why it was unsuccessful. If your product was unsuccessfully activated, please
review the following actions you may take to correct the issue. The error message you
received from your activation attempt should provide guidance.

i. Check all information entered into the Product Activation dialog that it is accurate.
If you find an error in the information, correct the entry and click OK to resubmit
the activation request.

ii. If you received an error that the computer could not successfully communicate to
the activation server or the internet, try using Web form activation or Telephone
activation described later in this section.

iii. If you received a message saying the allowed activations for the serial number
have been exceeded, you must purchase additional licenses. If you feel you
received this message in error, please contact StorageCraft Support at
support@storagecraft.be.

iv. For all other activation issues, contact Storagecraft Support at
support@storagecraft.be.
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Web Form Activation (alternate method)

To activate your product using the Web form activation, complete the following steps. This
method should only be used if the computer you are activating does not have an internet
connection or you were unable to successfully activate the product using online activation.

1.

Install the Evaluation Version of ShadowProtect you received when you purchased
ShadowProtect.

Start ShadowProtect, see Section 3.7 Starting ShadowProtect Server Edition for instructions and
details.

From the Menu Bar select Tools > Product Activation. You will need the serial number you
received when you purchased your product along with the Machine ID in order to request an
activation key from StorageCraft. Machine ID is generated automatically after installing
ShadowProtect and is presented in the Machine ID field in the Product Activation dialog.

Using a Web browser, go to the following URL and enter the requested information into the form
and then click the submit button.

http://www.storagecraft.com/products/Activation.html

The StorageCraft license server will validate the submission and send you an email containing
the activation key to the email address you provided.

From the Menu Bar select Tools > Product Activation. Enter your Customer Name, Serial
Number and Activation Key. Click Ok.

a. (Activation Successful) If your activation was successful, you may now close the Product
Activation dialog. You product is activated.

b. (Activation Unsuccessful) You will be notified if your product activation was unsuccessful
and why it was unsuccessful. If your product was unsuccessfully activated, please
review the following actions you may take to correct the issue. The error message you
received from your activation attempt should provide guidance.

i. Check all information entered into the Product Activation dialog that it is accurate.
If you find an error in the information, correct the entry and click OK to resubmit
the activation request.

ii. For all other activation issues, contact Storagecraft Support at
support@storagecraft.be.

Telephone Activation (alternate method)

To activate your product over the telephone compete the following steps. This method should
only be used if the computer you are activating does not have an internet connection or you
were unable to successfully activate the product using online activation.

1.

Install the Evaluation Version of ShadowProtect you received when you purchased
ShadowProtect.

Start ShadowProtect, see Section 3.7 Starting ShadowProtect Server Edition on doing this.
From the Menu Bar select Tools > Product Activation. You will need the serial number you

received when you purchased your product along with the Machine ID in order to request an
activation key from StorageCraft.

32
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Deactivating ShadowProtect Server Edition

You can deactivate your license if you are retiring your system. This will allow you to install the product
on the new system and reactivate the software. To deactivate click on the Help Menu bar and select
Product Activation. Click the Deactivate button and you will be presented with a message stating you can
no longer use this product key on this machine. Click OK.

3.9 Uninstalling ShadowProtect Server Edition

To uninstall ShadowProtect:
1. From Windows, click Start > Settings > Control Panel > Add or Remove Programs.

2. Select ShadowProtect 3 and then click Remove > Yes.

3. After uninstalling is complete, you must reboot your computer for the changes to take affect.
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CHAPTER 4: ABOUT THE USER INTERFACE

The ShadowProtect Server Edition interface provides many of the user controls and options for operating
ShadowProtect and for getting the most out of the product. The user interface provides simple wizards
for executing the most common tasks like backing up a system, scheduling a backup job, restoring a
system, mounting existing backup images and dismounting backup images.

ShadowProtect Desktop Edition - [ localhost'|

File Tasks View Options Help
§ Backup Jobs [ ‘ Destinations | ¢ Backup History | Network View
o Network View Disconnect | Add
ﬁTasks a BaCkup Properties
Sz:scmtet:ls wizard to create a backup of the entire computer or specified a ‘1' Managed nod
(% Backup ' % localhost
3» Restore
\. Explore Backup = Restore
A o < Select this wizard to restore entire data volumes from existing backup image
| A Denogt Radepinage | files. To restore the system volume you must restore by booting the
=) v ShadowProtect Recovery Environment CD. To restore individual files, run the
2 : Explore Backup wizard.
| Tools

@ Verty lmage Explore Backup

§ Backup Image Tool ) Select this wizard to mount and view the files and directories contained within
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Figure 4: ShadowProtect Main Screen

The main screen is separated into three panels. The navigation panel to the left gives the user the option
to perform all of the tasks and run the tools available in ShadowProtect. It is separated into five sections:
View, Tasks, Tools, Help and License. Depending on what you select you can:

Open the network view

Backup a volume

Schedule a backup job

Browse or restore files

Mount an image file

Dismount an image file

Change the compression and encryption options of an existing image file.

=A =4 =4 -4 -89

The center panel of the main screen has three main wizards to guide users through the most common
tasks. At the top of the center panel are tabs which include Wizards for running the most common tasks,
a Disk Map, Backup Jobs, Destinations and Backup History. In addition, when a backup, restore or
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maintenance job is running, information about the specific job is presented in a tab named Volume
Backup, Volume Restore or Image Maintenance, specific to each volume and job type.

The right panel or Network View Panel, which can be hidden or presented by clicking Network View,
allows for control of the ShadowProtect Backup Agent on other computers on the network. From the
Network View Panel, you can add computers, remove computers and review the properties of a selected
computer including information such as computer name, address on the network, description of the
computer and current status. Properties will also display the authorization settings for the selected
computer.

4.1 About the Menu Bar

The menu bar provides quick access to the commonly used features of ShadowProtect, toggle switches
to customize the view of the ShadowProtect user interface as well as tools such as email notification
options and the ShadowProtect registration dialog required to fully activate ShadowProtect.

411 File

4111 Exit

Select this option to close the ShadowProtect user interface. Note the ShadowProtect service will

continue to run and any scheduled backup jobs will be performed whether or not the user interface is

open. You can alternatively c¢cl ose the Shnalgeaoppd?r ot ect u.
right-hand corner of the user interface. Clicking the r agbrirfieckare intatheltraymi ni mi z e
icon at the lower right. Right clicking on the tray icon allows you to open the Backup Wizard, Restore

Wizard, Explore Backup Wizard, Hide the tray icon, or Exit the product.

41.2 Tasks

4.1.2.1 Backup

Selecting this option starts the Backup Wizard allowing you to backup the entire server, desktop or laptop,
or select individual volumes to backup. You can also set a schedule to automatically backup your
systems.

4.1.2.2 Restore

Selecting this option starts the Restore Volume Wizard. This wizard walks you though restoring the entire
system or selecting individual volumes to restore. Restoring the system volume must be performed from
the StorageCraft Recovery Environment.

4.1.2.3 Explore Backup

Selecting this option starts the Explore Backup Wizard which will guide you through restoring individual
files and folders or browsing an existing image file.

4.1.2.4 Dismount Backup Image

Selecting this option starts the Dismount Backup Image Wizard which will guide you through dismounting
an image file that has been previously mounted.

4.1.2.5 Verify Image

Selecting this option starts the Verify Image Wizard. This wizard will guide you through verifying a backup
image or a backup image set.

4.1.2.6 Backup Image Tool

Selecting this option starts the Backup Image Tool Wizard. This wizard will guide you through modifying
image options such as compression, encryption and image split functions.
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4.1.2.7 Add Destination

Selecting this option opens the Backup Destination dialog. See Section Erreur ! Source du renvoi
introuvable. Erreur ! Source du renvoi introuvable. for additional information.

4.1.2.8 Refresh Volumes Info
Selecting this option will refresh the volumes list for the system.

41.3 View

4.1.3.1 Toolbars

Selecting this option launches the Customize tool bar dialog. Using this feature, you can create
customized tool bars for use with ShadowProtect.

4.1.3.2 Status Bar

This option toggles the statusbariivi si bl ed and #Ahi ddoeatedalong the bottomSf at us Bar
the user interface.

4133 TaskPanel( ALeft Panel 0)

This option toggles the task panel bet ween fAvisibleod al
Panel or Left Panel (see Section 4.2 About the Left Panel).

4.1.4  Options

4.1.4.1 Agent Options

Selecting this option displays the Agent Options dialog. Using this dialog, you can send email on a per
machine basis based on either a successful job execution or an unsuccessful job execution. To use the
email notification you must specify an SMTP server, an email address to send from, an email address to
send to and you must specify whether you want email notification sent on a per event basis for each
successful and/or each unsuccessful job execution. By default, the email notification is off for both
successful and unsuccessful backup job execution.

415 Help

4.15.1 Contents
Selecting this option launches the online help and ShadowProtect User Manual.

4.1.5.2 About ShadowProtect . ..

Selecting this option displays the ShadowProtect product version copyright. There is also a System Info
button that will display the system information for the computer. Click the OK button to close the dialog.

4.1.5.3 Product Activation

Using this option, you can fully activate or deactivate your product. See Section 3.8 Activating and
Deactivating ShadowProtect Server Edition for detailed instructions for activating your product.

415.4 Check for Latest Version

Using this option, you can check for an updated version of the current product. If there is an update
available, you will be able to view a link where you can download the latest software.
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4.2 About the Left Panel (Task Panel)

4.2.1 Q‘% View

The Network View panel presents information on remote nodes running the ShadowProtect Backup
Agent. For additional information on the managing remote nodes see CHAPTER 12: REMOTE
MANAGEMENT.

=1
=

4211 %% Network View

Network View toggles the right panel between exposed and hidden. The network view shows the nodes
that are attached to the ShadowProtect client and can be managed by switching the client node. You can
review client node information as well as add or delete nodes. By default this is turned off for the Server
Edition.

422 ¥ Tasks

The tasks section of the main screen is where you can start the wizards for each of the major functions for
ShadowProtect. If you click on the Tasks section in the top menu bar you will see additional tasks.

4221 \E Backup

Selecting this option starts the Backup Wizard allowing you to backup the entire server, desktop or laptop,
or select individual volumes to backup. You can also set up a schedule to backup your system
automatically.

=
4222 I Restore

Selecting this option starts the Restore Wizard. This wizard walks you though restoring the entire system
or selecting individual volumes to restore. Restoring the system volume must be performed from the
StorageCraft Recovery Environment.

4.2.2.3 j Explore Backup

Selecting this option starts the Restore Backup Image Wizard which will guide you through restoring
individual files and folders or browsing an existing image file.

4.2.2.4 wj Dismount Backup Image

Selecting this option starts the Dismount Backup Image Wizard which will guide you through dismounting
an image file that has been previously mounted.

4225 fo Verify Image
Select this option to verify a backup image or a backup image set.

4.2.2.6 zBackup Image Tool

Using this utility, you can make changes to existing backup images, such as change the compression
option, incorporate password encryption, split image files into multiple smaller files or consolidate
incremental backup image files.
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